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IN THE CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in 
the application. An identifier indicating the status of each claim is provided. 

Listing of Claims 
1 - 68. (Canceled) 

69, (Currently Amended) An information distribution system for distributing predetermined 
data from an information sending device to an information receiving device, oharact e rizcd 4n-feaE 

wherein said information sending device comprises! 

sending means for sendin g a plurality of distribution keys, each corresponding to a 
predetermined timft period, and send data^ including s ai d- which includes d ata encrypted with key 
data; , for distribution givon in advanc e , and 

said information receiving device comprises: 

receiving means for receiving said send dat a and said plurality of distribution keys : and 
receiving end controlling means for decrypting said encrypted d ata, usin p said lcoy data 

wherein each of said plurality of distribution keys allows decryption of said encrypted 
data within the predetermined time period associated with said distribution key, independent of a 
connection during said predetermined ti me pf>rinr j associated with said distribution key. 

70. (Currently Amended) An information distribution method- for distributing predetermined 
data from an information sending device to an information receiving device, characterized - b y 
comprising: 
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wherein said method comprises: 

a sending step €>ffor,sending a plurality o f distribution keys, each corresponding to a 
predetermined time period, and send data iaetofeg -which includes ^ <lata encrypted with key 
dat a for distri b ution givon in advanco, by said information flooding doyico ; an4 

i 

a decrypting step e£fbr_receiving said send dat a and said p luralit y of distribution kevs; 
r^and decrypting said encrypted dat a: and 

permitting decryption of sai d encrypted data within the predetermined time period 
associated with said dis tribution key, independent of a connection during said predetermined 
time period associated with said distribution key. 

Hfiing said key data givon in advance, by said information, r e ceiving d e vic e . 

7 1 . (Currently Amended) An information sending device for sending predetermined data to 
an information receiving device, ehareetenzsd by comprising: said device comprising: 

sending end controlling means for generating a plurality of distribution kevs. each 
corresponding to a predetermined t ime period, and send data including said which includes data 
encrypted using key dat a; and for diotribution given in advance to aaid information rocoiving 
d e vice; and 

sending means for sending said send dat a and said plurality of distribution kevs^ 
wherein each of said plurality of distribution kevs allows decryption of said encrypted 

j! 

data within the predete rmined time period associated with said distribution key, independent of a 
connection during sai d predetermined time period associated with: said distribution key . 

i 
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72. (Original) The information sending device according to Cjlaim 71, characterized in that 

said sending end controlling means generates send data including an individual key 
specific to said information sending device, as said data encrypted with said key data. 



73 



(Original) The information sending device according to Cjlaim 72, characterized in that 

said sending end controlling means generates send data including said data encrypted 

V 

using said key data that is periodically updated. I 



i 

i 

74. (Original) The information sending device according to Claim 73, characterized in that 

said sending end controlling means generates said send data including said encrypted data 

i 

using said key data appropriate to an update period, in said data encrypted using said key data for 

S 

a plurality of update periods given in advance together. 



75. (Currently Amended) An information receiving device foij receiving predetermined data 
sent from an information sending device, characteriz e d by comprising: said device comprising: 

receiving means for receiving a plurality of distribution keys, each corresponding to a 
predetermined time period, and^ send data including o ai d which includes data encrypted with key 
data for distributionianc L> s e at from said information sending doJtc e ; and 

receiving end controlling means for decrypting said encrvbted data, using said koy data 
given in advance. 



wherein each of said plurality of distribution kevs allows decryption of said encrypted 



data within the prede termined time period associated with said distribution kev. independent of a 



connection during said predcterm itiftrl Hm* period associated withlsaid distribution key. 
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76. (Original) The information receiving device according to. Claim 75, characterized in that 
said receiving means receives send data including an individual key. specific to said 

information receiving device, as said data encrypted with said key data. 

77. (Original) The information receiving device according to Claim 76, characterized in that 
said receiving means receives said send data including said data encrypted with said key 

data that is periodically updated, and 

said receiving end controlling means decrypts said data using said key data that is 
periodically updated and given. 



78. (Original) The information receiving device according to Claim 77, characterized in that 
said receiving end controlling means decrypts said data using said key data appropriate to 
an update period, in said key data for plurality of update periods given in advance. 



79. (Currently Amended) An information sending method forjsending predetermined data to 
an information receiving device, charnotoriz e d by comprising 
wherein said method comprises : 

a generating step of generating a plurality of distribution kjevs. eadh corresponding to a 

T 

predeterm ined time period, and send data including gat dwhich indludes data encrypted using key 
dal a - for distribution givon in advance to said infonnation rceoivtrjg dov iee; and 

a sending step of sending said send data and said plunditvlof distribution kevs n 
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wherein each of said plurality of distribution keys allows decryption of said encrypted 
data within the predete rmined time period associated with said distribution key, independent of a 
connection during said predetermined time period associated with said distribution key . 

80. (Original) The information sending method according to Claim 79, characterized in that 
in said generating step, send data including an individual key specific to said information 

sending device is generated as said data encrypted with said key data. 

81 . (Original) The information sending method according to Claim 80, characterized in that 
in said generating step, send data including said data encrypted using said key data that is 

updated periodically is generated. - 

82. (Original) The information sending method according to Claim 81, characterized in that 
in said generating step, said send data including said data encrypted using said key data 

appropriate to an update period, it said data encrypted using said key data for a plurality of 
update periods given together in advance, is generated. 

83. (Currently Amended) An information receiving method for receiving predetermined data 
sent from an information sending device, eharacterized by compriaing 

wherein said method comprises : 

a receiving step of receiving a plurality of distribution keys, each corresponding to a 
predetermined time period, and send data including - sai d w hich includes data encrypted with key 
data for distributio n r se nt - from said infonnation -geae&i g <tevic e; m4 
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a decrypting step of decrypting said encrypted data: and- ming nairi l eoy dnrn givm i> 
adv a nc e 

allowing decryption of said encrypted data within the predetermined time period 
associated with said distribution key, independent of a connection during said predetermined 
time period associated with said distribution key . 

84. (Original) The information receiving method according to Claim 83, characterized in that 
in said receiving step, send data including an individual key specific to said information 

receiving device is received as said data encrypted with said key data. 

85. (Original) The information receiving method according to Claim 84, characterized in that 
in said receiving step, said send data including said data encrypted with said key data that 

is updated periodically is received, and 

in said decrypting step, said data is decrypted using said key data that is periodically 
updated and given. 

86. (Original) The information receiving method according to Claim 85, characterized in that 
in said decrypting step, said data is decrypted using said key data appropriate to an update 

period, in said key data for a plurality of update periods given together in advance. 

87. (Currently Amended) A program storing medium for making an information sending 
device run a program, characteriz e d by oompricing 

wherein said method comprises : 
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a generating step of generating a plurality of distribution keys, each corresponding to a 
predetermined time period, and send data including prcd eteFmiae dwhich includes data encrypted 
using key dataHfe- ^di s tribution gi von in advanc e to an information roooiving devi ee; and 

a sending step of sending said send data and said plurality of distribution kevs t o said 
information receiving devic e: and 

allowing decryption of said encrypted data within the predetermined time period 
associated with said distribution key, independent of a connection during said predetermined 
time period associated with said distribution key . 

88. (Original) The program storing medium according to Claim 87, characterized in that 

in said generating step, send data including an individual key specific to said information 
sending device is generated as said data encrypted with said key data. 

89. (Original) The program storing medium according to Claim 88, characterized in that 
in said generating step, send data including said data encrypted using said key data that is 
updated periodically is generated. 

i 

90. (Original) The program storing medium according to Claim 89, characterized in that 

in said generating step, said send data including said data encrypted using said key data 
appropriate to an update period, in said data encrypted using said key data for a plurality of 
update periods given together in advance is generated. 

j 

i 
i 
t 

i 
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91 . (Currently Amended) A program storing medium for making an information receiving 
device run a program, ehasas terig e d b y comprising ] 
wherein said program comprises : 

a receiving step of receiving a plurality of distribution keys, each corresponding to a 



predetermined time period, and send data including pr c dotormind d which includes data encrypted 
with key dat a for distribution, s e nt from an information sondin g-lg*4ee; a»d 

a decrypting step of decrypting said encrypted dat a: and ris ing said koy - data giv e n m 
advanoo 

allowing decryption of said encrypted data within the preAetermiried time period 
associated with said d istribution key, independent of a connection during said predetermined 



time period associated with said distribution key . 



92. (Original) The program storing medium according to Claim 91, characterized in that 

in said receiving step, send data including an individual key specific to said information 
receiving device is received as said data encrypted with said key &ata. 

93. (Original) The program storing medium according to Clain 92, characterized in that 

in said receiving step, said send data including said data encrypted with said key data that 
is updated periodically is received, and 

1 : i 

in said decrypting step, said data is decrypted using said key data that is periodically 
updated and given. ■ 

i 

t 
i 

I 

94. (Original) The program storing medium according to Claim 93, characterized in that 
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in said decrypting step, skid data is /decrypted using said key data appropriate to an update 

j 

period, in said key data for plurality of update periods given together in advance. 



95. (Currently Amended) An! information distribution system for distributing predetermined 
content data from an information] sending device to an information receiving device, 
characteriz e d in that ! 

said information sending cievice comprises: 

. i 

sending end controlling means for encrypting said content data with a content key, and 

I ! 3 

i j 

encrypting the content key with an individual key specific to said information sending device; 

i 

and j 

i 

sending means for sending an encrypted individual key met&e by encrypting said 
individual key with one of a plurality of distribution keys, each distribution kev corresponding to 



a predetermined time period ^ede tomined diatribution key, which is ouppliod from th e outflido , 



to said information receiving devjce together with said content data encrypted with said content 

key and a content key encrypted with said individual key, and 

I I 

said information receiving device comprises: 

receiving means for receding said content data encrypted with said content key and said 
content key encrypted with said individual key together with said encrypted individual key; and 

receiving end controlling means for decrypting said individual key with one of said 
plurality of distribution kevs said dintrihutian k e y givo a in nHvnnr » decrypting said content key 



with the decrypted individual key 
ke v: and 



and decrypting said content data with the decrypted content 
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allowing decryption of said individual key within the pre determined time period 



key, independent of a connection during said predetermined 



time period associated with said 'distribution key . 

I 

96. (Currently Amended) An information distribution method for distributing predetermined 
content data from an information sending device to an information receiving device, 
characteris e d by comprisin g wherein said method comprises : 

a sending step of encrypting said content data with a content key, encrypting the content 
key with an individual key specific to said information sending device, and sending an encrypted 
individual key made by encrypting said individual key with one of a plurality of distribution 
kevs. eac h distribution key corresponding to a predetermined time periodfl 



distribution - k -e y, which is - stt p plied from tho outside , to said information receiving device 

i 

together with said content data erjcrypted with said content key and a content key encrypted with 
said individual key, by said information sending device; and 

a decrypting step of receiving said content data encrypted with said content key and said 
content key encrypted with said individual key together with said encrypted individual key, 
decrypting said individual key with one of said plurality of distribution keys fl mrf Hir.trihntirm imy 
giv e n in advanco , decrypting said content key with the decrypted individual key, and decrypting 
said content data with the decrypted content key, by said information receiving device : and 

allowing decryption of said individual key within the predetermined time period 
associated with said d istribution key, independent of a connection during said predetermined 



time period associated with said distribution kev . 
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97. (Currently Amended) An information sending device for sending predetermined content 
data to an information receiving device, characteriz e d b y said device comprising: 

sending end controlling means for encrypting said content data with a content key, and 
encrypting the content key with an individual key specific to said information sending device; 



ding 



sending means for sendi 
individual key wit h one of a 



an encrypted individual key made by encrypting said 
plurality of distribution keys, each distribution key corresponding to 



a predetermined time period a piWcrminod distri b ution key, which io Guppliod -fienHhe 



outsid e, to said information 
content key and said content key] encrypted 
allowing decryption of said 



time period associated with said distribution key 



receiving means together with said content data encrypted with said 
with said individual ke y; and 
individual key within the p redetermined time period 



a^pejated with sai d distribution key , independent of a connection during said predetermined 



98. (Original) The information sending device according to Claim 97, characterized in that 
said sending end controlling meaas encrypts said content key with said individual key supplied 
from the outside together with said encrypted individual key. 

99. (Original) The infbnnatio:i sending device according to Claim 98, characterized in that 
said sending means sends said encrypted individual key made by encrypting said 

individual key with said distribution key that is updated periodically, which is supplied from the 
outside, to said information receiving device together with said content data encrypted with said 
content key and said content key encrypted with said individual key. 
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1 00. (Original) The information sending device according to Claim 99, characterized in that 
said sending means sends said encrypted individual key appropriate to an update period, 

in said encrypted individual key for a plurality of periods given together in advance to said 
information receiving device together with said content data encrypted with said content key and 
a content key encrypted with said individual key. 

•i 

1 01. (Currently Amended) An information receiving device for receiving predetermined 
content data sent from an information sending device, charaotoriacd b y said dev ice comprising: 

receiving means for receiving said content data encrypted with a content key, said content 
key encrypted with an individual key specific to said information sending device, and said 
individual key encrypted with oule of a plurality of distribution kevs. each distribution kev 



corresponding to a predetermined time period n pmHnrtnTmfTinH HirtnimHni^ nm from ^ oid 



informor ion s e nding dovice ; and 
receiving end controlling 
plurality of distribution kevs smd 



time peri od associated with said distribution key . 



means for decrypting said individual key with one of said 
distribution key given in advan ce, decrypting said content key 
with the decrypted individual key^ and decrypting said content data with the decrypted content 
ke yiand 

allowing decryption of sa id individual key within the predetermined time period 



associated with said distribution kev. independent of a connection during said predetermined 
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receiving device according to : Claim 101, characterized in that 

i 
i 

decrypts said individual key with said distribution key that 



103. (Original) The information receiving device according to; Claim 102, characterized in that 
said receiving end controlling msans decrypts said individual key with said distribution key 
appropriate to an update period, in said distribution key for a plurality of periods given together 



in advance. 

1 04. (Currently Amended) An 
data to an information receiving 
comprises: 

a encrypting step of encrjlpting 
content key with an individual key 

a sending step of sending 
key wit h one of a plurality of disfabntion 



information sending method for sending predetermined content 
device, charaot e rizo dr bY comprising: wherein said method 



Dd predet 91111 



ing said content data with a content key, and encrypting the 
specific to said information sending device; a^d 
an encrypted individual key macle by encrypting said individual 
ion kevs. each distribution key corresponding to a 



predetermined time perio 
to said information receiving device 
key and said content key encrypted 

allowing dec ryption of said individual key within the predetermined time period 



in e d di s tribution, key, which is supplied from the outcido , 
together with said content data encrypted with said content 
with said individual ke y;_and j 



associated with said dis tribution key, independent of a connection during said predetermined 



time period associated with said distribution key 
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1 05. (Original) The information sending method according to [Claim 104, characterized in that 
in said encrypting step, said content key is encrypted with said individual key supplied from the 
outside together with said encrypted individual key. j 

! 

i 
} 

1 06. (Original) The information sending method according to [Claim 105, characterized in that 

in said sending step, said encrypted individual key madefy encrypting said individual 

i 
i 

key with said distribution key that is updated periodically, whiclj is supplied from the outside, is 
sent to said information receiving device together with said content data encrypted with said 
content key and a content key encrypted with said individual ke>|. 

j 

i 

1 07. (Original) The information sending method according to fclairn 106, characterized in that 



in said sending step, said 



encrypted individual key appropriate to an update period, in 

I 

said encrypted individual key for a plurality of update periods gijen together in advance, is sent 

to said information receiving device together with said content data encrypted with said content 

I 

key and a content key encrypted with said individual key. i 



108. (Currently Amended) Au 



J 



information receiving method for receiving predetermined 
content data sent from an information sending device, charact c rri j e d by comprising 
wherein said method comprises : 



key encrypted with an individual key specific to said information 



a receiving step of receiving said content data encrypted with a content key, said content 



sending device, and said 



individual key encrypted with one of a plurality of distribution keys, each distribution key 
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corresponding to a pre d etermined time period a - prodot o rmmad dintrlhiitinn Ir ^ y * p«t fr ^ m ga j j 



information sending dovico ;,aBd 1 

a decrypting step of decrypting said individual key encrypted with s aid distribution koy 
> one of said plurality of distribution keys, decrypting said content key with the 



decrypted individual key, and decryptingsaid content data with the decrypted content ke y; and 
allowing decryption of s md individual key within the pred etermined time period 



associated with said distribution Ikey, independent of a connection during said predetermined 



time period associated with said 



distribution key . 



109. (Original) The information 
that in said decrypting step, said 
updated periodically. 



receiving method according to Claim 108, characterized in 
individual key is decrypted with said distribution key that is 



individual key is decrypted witli said distribution key 
said distribution key for a plurality of update periods given 



m 



1 1 0. (Original) The infonnaticjn receiving method according to Claim 109, characterized in 
that in said decrypting step, said 
appropriate to an update period, : 
together in advance. 

111. (Currently Amended) A f rogram Storing medium for mating an information sending 

i !; 

device run a prograrc u_said program storing medium : oharart o ri?j n d >>y ,r.nmpHQing- 



! 

an encrypting step of encrypting predetermined content data with a content key, and 

J ! .! 

J » .; 

encrypting the content key with: an individual key specific to an information sending device; and 
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a sending step of sending an encrypted individual key made by encrypting said individual 
key with one of anluralitv of distribution keys, each distribution key corresponding to a 



predetermined time period a prodoto rrrm mri riintrihiitinrt lrr»y which j r mppljpd from the outd do, 



to said information receiving device together with said content dlata encrypted with said content 



key and a content key encrypted 



with saicl individual ke y: and 



allowing decryption of sAi d individual key within the predetermined time period 
associated with said dis ftibutionlkey, independent of a connectiiL during said pred etermined 



time period associated with said idistribution key . 



112. (Original) The program storing medium according to Claim 111, characterized in that in 

■ ■ Si 

said encrypting step, said content key is encrypted with said individual key supplied from the 

; i I! 

outside together with said encrypted individual key. 



113. (Original) The program storing medium according to Claim 112, characterized in that in 



said sending step, said encrypted 



individual key made by encrypting said individual key with 



said distribution key that is updated periodically, which is supplied from the outside, is sent to 

■ I ! I 

said information receiving device together with said content datei encrypted with said content key 



and a content key encrypted with 



said individual key. 



1 14. (Original) The program storing medium according to Claim 1 1 3, characterized in that in 

i* 

said sending step, said encrypted individual key appropriate to m update period, in said 

i I 
encrypted individual key for a; plurality ofj update periods given tpgether in advance, is sent to 
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115. (Currently Amended) A 
device run a program, chorajctoriiecd 



urogram storing medium for ma crag an information receiving 
b y said program storing meaiurn comprising: 



of repleiving predeti 



;ermined content data encrypted with a content key, 
an individual key specific to saii information sending device, 



a receiving step < 
said content key encrypted with 

and said individual key encryptei with one of a plurality of distribution kevs. each distribution 
key corresponding to a predeter m ined time p eriod aprodoto riiii J i 'H rh'rtn'hntinn Vny nr^t fr? m an 



key within the predetermined time period 



116. (Original) The program scoring 
in said decrypting step, said individual 
periodically. 
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together with said content data encrypted with said content key 

I ij 

said individual key. |! 



i nformation oonding d e vic e; and 

a decrypting step of decrypting said individual key with one of said plurality of 
distribution keys said distribution 



key givtan in adver se, decrypting said content key with the 
decrypted individual key, and;d©^ypting said content data with tiie decrypted content key^ 

! I ! 

wherein each of said pfair klitv of distribution keys allows! decryption of said individual 



diltributi 



associated with said distribution key, independent of a 



- 

connection durin2 said predetermined time period associated with said distribution key 



Claim 



medium according to 
key is decrypted with said 
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117. (Original) The program storing irjedium according to Claim 1 16, characterized in that in 

I ! 

said decrypting step, said individual key is decrypted with said distribution key appropriate to an 

' | ! : 

update period, in said distribution key for a plurality of update periods given together in advance. 



118-147. (Canceled) 



informaltion distribution system 

; > ! 

content key from an infonnatioi 



l sending 



I 



148. (Currently Amended) Ar t 

i 
i 

encrypted with a predetermined 
information receiving device,: ch aracteriz e d in tha t 
said information sending 
sending end controlling 
specific to said information 

sending means for sending at least said content key encr^pi 
and an encrypted individual key made by 

■ ; i 
i )• 

of distribution kevs, each distribution key 



device comprises: 

means fox encrypting said content key with an individual key 

«i 1 i 

device; and 



with the decrypted individual kq 



encrypting said 
corresponding to a 



diotribution key that ig updated in a prod o tormin c d cyolo, which is auppliod from -fee outsid e, to 



x>mp rises: 



said information receiving device, and 

said information receiving device 

receiving means for repeiving at least saidjcontent key enjcrypted with said individual key 
and said encrypted individual ke^; and 

receiving end controlling 
plurality of distribution keys s iridn 



means for decrypting said individual 
distribution -k-e y!given in 
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key with one of said 
t, decrypting said content key 
and storing the j decrypted content key, before said distribution 
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149. (Currently Amended)'An information distribution methoji for sending content data 



encrypted with a predeterminjed 



content key from an information sending device to an 



information receiving device, ehafaete riz e d by comp rising 



wherein said method comprises : 
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key is updated, thereby making it possible to decrypt said content after said distribution key is 
updated. 



I 



a sending step of encrypting said pontent key with an individual key specific to the 



I . 



information sending device, and sending at least said content ke^ encrypted with said individual 

i 
! 

key, and an encrypted individual key made by encrypting said individual key with one of a 
plurality of distribution keys, each distribution keV corresponding to a predetermined time 



pgrigd an diotribution k e y that is updated in a pr e d e t e rmined cycl e , whic h is suppli e d frora 4he 



decrypted individuals key, and storing the decrypted content keyjbefore said distribution key is 

j i 

updated, thereby making it possible to decrypt said content after said distribution key is updated, 

! 

by said information receiving de^nce. 



outoido , to said information receiving device, by said information sending device; and 

a storing step of receiving at leastjsaid content key encrypted with said individual key, 

and said encrypted individual key, and decrypting said individual key with said distribution koy 

* I ■ 

giv e n in advanc e -one of said plurality of distribution keys, decrypting said content key with the 



1 50. (Currently Amended) An 

encrypted with a content key distributed from an information sending 
said device comprising: 
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receiving means for receiving at least said content key encrypted with an individual key, 

and an encrypted individualjkey ] 

i !, 

of distribution keys, each distribution ke| corresponding to a predetermined time period a 



■-that is updated in a predetermine^! cycle, which are sent from said information 
sending device, before said distribution key is updated; and 



controlling means for decrypting said indi vidual key with 

Jbn 



advanco one of said plurality of distribution key a 



individual key, and storing the decryptedjcontent 



thereby making it possible to decrypt said content after said distribution 



I 
i 

: i 



151. (Original) The information receiving devi ;e according to 



said information sending device, 

i . 

is updated. ; - t 



before said update, with a save key. 



i ti 

u ! I 



decrypting said 
key before said. 



Claim 150, characterized in that 
said receiving means receives .said conterJt key encrypted wit, said individual key specific to 

and said[ encrypted individual kfey, before said distribution key 



152. (Original) The information receiving device according to 
said controlling means encrypts s aSd content key decrypted 



'f y and i 



Sores the same. 



153. (Original) The information receiving device according to 



i: 



Claim 1 52, characterized in that 

said controlling meanjs encrypts said conteat key decrypted using said distribution key 

• ' !■ *i 

receiving device, and stores 



before said update, with saicl save key specific to said information 
the same. 
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154. (Original) The information receiving device according to Claim 153, characterized in that 



ivjin; 



said receiving means receives said content key encrypted with said individual key and 



. laic 



(21025 



said encrypted individual key, sent from ikaid information sending device, together with a 
signature for send, and i 

i 

said controlling means verifies said signature and decrypts said individual key with said 
distribution key given in advance, decrypts said content key with the decrypted individual key, 
and stores the decrypted content jkey, before said distribution ke^ is updated, if it is confirmed 
that said content key encrypted \yith said!iindividual key, and said encrypted individual key are 
not tampered. \ 



155. (Original) The information receiving device according to Claim 1 54, characterized in that 

key encrypted with said individual key and 
device, together with 
individual key and said 



said receiving means receives said conten : 
said encrypted individual key, sdnt from laid information sendin 
signatures added separately to said content key encrypted with 
encrypted individual key. 



Claim 155, characterized in that 



1 56. (Original) The information roeivpig device according to. 

said receiving means receives saicj contenl key encrypted with said individual key and 
said encrypted individual key, jsent from ^id information sending device, together with a 
signature added to both of saidL content key encrypted with said individual key and said 
encrypted individual key. ' 



saidi 
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157. (Currently Amended) An infonnaStion receiving method jbr receiving content data 
encrypted with a content key distributed from an information sending device, ehafas 



comprisin g wherein said method comprises 



I 

a receiving step of receiving at least said content key encrypted with an individual key, 



and an encrypted individual ikey made by 



of distribution keys, each (likribution ke| corresponding to a predetermined time period 
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encrypting said individual key with a one of a plurality 



di s tribution k e y that is updated ia a predetermined cycle, sent from said information sending 

* * * 

device, before said distribution key is upaated; and 

a storing step of decijypti rig said i idividual key with said distribution key given in 

advance, decrypting said content key with the decrypted individual key, aud storing the 

* I i 

decrypted content key before said distribution key is updated, thjereby making it possible to 

' ! ! I 

decrypt said content after said; distribution key is updated. 



158. (Original) The information receiving method according to Claim 157, characterized in 
that 

in said receiving step, said'cpntent key encrypted with said indh|dual key specific to said 

i said encrypted individual key aie received before said 



that 



information sending device, jarid 
distribution key is updated 1 j i 



1 59. (Original) The information receiving method according to Claim 158, characterized in 



; I : 

i j i 

in said storing stepjisaijd content kjey decrypted using said distribution key before said 



update is encrypted with afeave key and is stored 



I I 
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in said storing step; said 
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;: I 

•Li 



Claim 159, characterized in that 
content key decrypted using said distribution key before said 

receiving device and is stored. 



update is encrypted with said save key specific to an information 



161. (Original) The information receiving method according t\> Claim 160, characterized in 
that j 

in said receiving step, said content key encrypted with sa id individual key and said 
encrypted individual key, sehl : from said information sending dejace, are received together with a 
signature for send, and 

in said storing step,! said 



.!! ! 



31 



encrypted individual key, sent.fi: 

:i I i 



signatures added separately toll 
encrypted individual key. ,e 



■* i 



. signature is verified, and said inflividual key i$ decrypted with 

said distribution key giveri'in adyance, said content key is decrypted with the decrypted 

individual key, and the decrypted content key i$ stored, before said distribution key is updated, if 

'iM j J 
it is confirmed that said content key encrypted with said individi al key and said encrypted 

individual key are not tam^e^d 

•:i ■ 

! ! 

162. (Original) The information receiving method according tb Claim 161, characterized in 

j 

that 



in said receiving st£p, saijd content key encrypted with 

om said information sending 
content key encrypted with 



said i 
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sal id individual key and said 
deyice are received together with 
said individual key and said 
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163. (Original) The information receiving method according tb Claim 162, characterized in 
that in said receiving step, -said content key encrypted with said i ndividual key and said 
encrypted individual key, sent 1 from said information sending device, are received together with a 

i ndividual key and said 



signature added to both of said cjontent key encrypted with said 
encrypted individual key. 



164. (Currently Amendefd) A program storing medium for mac dug an information receiving 

said urogram storing meiSmm comprising: 




device run a program, 

a receiving step of rdceivpng at least a content key encrydted with an individual key, and 
an encrypted individual key (mjade by encrypting said individual [key with a one of a plurality of 
distribution keys, each distribution key corresponding to a pred^ermined time period. 



I 



distribution key that is updated in a predetermined cycle, sent 

jsncriypted with said content key, 



; > 



device sending content data 

I ! 

updated; and * j 

i ! 



J 



a storing step of decrypting said individual key with one 

-kvadvance, decrypting said consent 



kgys said distribution key given 

. . . * ' \ 

individual key, and storing; the decrypted content key before saic 

i! ' 

thereby making it possible jjto decrypt said content after said 

M 1 

165. (Original) The program sjtoring medium according to Cla£rn 

•! i 

said receiving step, said cohl eht key encrypted with said individual 

I ! 

information sending dervice;, prid [said encrypted individual key aie 

Mi 

distribution key is updated' j , 
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frpm an information sending 
belfrre said distribution key is 



3f said plurality of distribution 



key with the decrypted 
distribution key is updated, 
disU&bution key is updated. 

164, characterized in that in 
key specific to said 
received before said 



00265507 



04/13/2005 Id: 07 FAX 2125880800 



166. (Original) The program 

1 i 



said storing step, said content key 
encrypted with, a save key land is 
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storing medium according to Claim 165, characterized in that in 
decrypted using said distribution key before said update is 
stored. 



167. (Original) The program s :oring medium according to Claim 166, characterized m that m 

i! I 

said storing step, said content ke' r decrypted using said distribution key before said update is 

! ' ! i 

encrypted with said save key specific to an information receiving device and is stored. 



j! 

168* (Original) The program s toring medium according to Claim 167, characterized in that 



i content key encrypted with said individual key and said 



I ! 



FROMMER LAWRENCE & HAUG 



[g] 029 



in said receiving stepj, sai 

i: 

encrypted individual key, £ent from said information sending device* are received together with a 

signature for send, and jj 

I 

in said storing step,"gaid signature is verified, and said individual key is decrypted with 

V\ 

said distribution key givenlin advance, said content key is decrypted with the decrypted 

I ! | 

individual key, and the decrypted content key is stored before sai d distribution key is updated, if 

tt ! 

ji I , , . 

it is confinned that said content key encrypted with said individual key and said encrypted 

ji | 

individual key are not tampered. 



toring medium according to Claim 168, characterized in that in 



169. (Original) The program s 

I i 

said receiving step, said ccjntent key encrypted with said individj lal key and said encrypted 

individual key, sent from sjjaid information sending device, are received together with signatures 

it 

t 

■i 
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individual key. 



key encrypted with said individual key and said encrypted 
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1 70. (QriginaJ) The program storing medium according to Clalim 

ij 

said receiving step, said cqhtent key encrypted with said individual 

. ! ! : - 

individual key, sent from skid information sending device, are received 
added to both of said contend key encrypted with said mdividuallfkey 
individual key. 

171-218. (Canceled) 



1: 
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169, characterized in that in 
key and said encrypted 

together with a signature 
and said encrypted 
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